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Abstract—In a large mobile ad hoc network, nodes may be its own network. An illustrative example is provided in Fi.
organized by a hierarchical address system that reflects the where the oval nodes and the square nodes belong to two
organizational structure of the users within the network. This  gitferent organizations and they are inter-operable. Assu
is typical for many mission-critical applications such as nilitary . . L
networks. For such applications, it is important to keep cres- that nodef is out of range of any of 'ts_ peers in its own
organization data transfer at the lowest possible level fominimal ~ neétwork. NodeH can only communicate with nodé through
disruption of the traffic within each organization and for security node 1 which belongs to a different organization. In many
reasons. To measure the degree that a multi-hop path conforsn cases, a helping hand from another organization may save
to this “level constraint’, we propose a new link metric 10 4 1ot of resources that could be critical for the one being
guantify the “distance” between two neighboring nodes in tems . . .
of their hierarchical addresses. Using this metric, we disaver helped. Again, as "_q the flgurg, suppose that the oval _network
that existing routing protocols that are not aware of the leel IS resource constrained. Now if nodewants to communicate
preference in routing tend to find routes that violate the lewl with nodeG, a shortcut (4-hop patid K2.JG) may be taken,

constraint frequently. On the other hand, a direct adoptionof the  with the help of node 2, instead of a long route (6-hop path:

distance metric in existing routing protocols produces sigificant ABCDEFG) within the oval organization
route detours. To deal with this situation, we need to design )

a new routing protocol to balance the level preference and th
topological shortness of routes.

I. INTRODUCTION

Mission Critical Networks (MCNs) are under intensive
research recently due to its wide-spread applications sisch
in military operations, disaster relief, etc. Usually an MC
requires fast deployment as well as elimination of infras- A
tructure support. This makes the wireless ad hoc networking O
technology a promising candidate for MCNs. In an MCN, o
multiple organizations are typically involved and they are e ®F
deployed to the same geographical area, each focusing on .
a potentially different task. For example, police, natilona [ |
guard, and medical teams were deployed to New Orleans
after Hurricane Katrina. Another example is the battlefield Fig. 1. Nodes of two co-located organizations
where many troops, UAVS, and wireless sensor networks are
deployed. It is also typical that each organization has its Although there are considerable benefits for different or-
own communication network within the common geographicghknizations to collaborate, we ought to be cautious that
area. One unique challenge, as well as opportunity, in an MGhe incurred additional overhead to the helping orgarizati
is that multiple organizations need to collaborate, andsyeh should not disrupt its own operation. We are particularly
collaboration should introduce minimum disruption to eacimterested in a new routing metric to reflect this unique
other’s operation. requirement. In addition, there can be a hierarchy of migtip

In this work, we focus on the wireless communicatiosub-groups within each organization. Formally, the migtaf
aspects of collaboration and we assume that the wirelessraditiple organizations, along with the sub-groups therean
hoc networks of different organizations are inter-opegablbe regarded as one hierarchical network, where it contains a
Specifically, we focus on the routing problem in scenariasumber of tiers of groups. Hence, in this paper, we study
where nodes that belong to one organization may relay trafftee organizational structure of the network by considering
for another organization. This can happen for various neasohierarchical addresses of the nodes. Specifically, we m®po
For instance, at times a node may be out of the radio rangeaokimple method to represent the “level” of each node by
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its organization, sub-group, etc. Then the routing denisio Ac 10 B. 10 Cr)
such networks should take into account the “level condftrain

such that cross-organization traffic flow will remain at the 01 1,0 01
lowest possible level. For this purpose, we also propose a b E F
metric to measure the “organizational distance” betweeateso o 5
and evaluate it through simulation. It is demonstrated that

existing popular wireless ad hoc network routing algorithm 10 10 10
violate the level constraint frequently in many situatio@sir G o H o |
discoveries provide grounds for further investigation ofel o o  J

routing protocols to balance the level preference and the
topological lengths of paths in MCNs.
There are a number studies of inter-domain routing for both

wired and wireless networks, such as BGP [1] and HLP [2u] — (ur, s, up) andv = (v1, s, ., vp), we define the

for the Internet and those in [3] for wireless ad hoc netwprkaOnd of them, b(u, v) or simply b when there is no confusion,

just to name a few. However, those studies consider a fair, . . . .
. . . . the maximum indek in their addresses such that = v;,
different scenario where different networks are also ifedént . -
fori=1,2,...,b, butupyyq # vpy1. That is, nodes. andv

geographical/logical areas and there is pre-defined Bterf belong to the same unit as deep as lével, v). Specifically,

between_dlfferent these networks. In other words, usfuait_;he whenb = 0, these nodes belong to two different units at the
network is an autonomous system (AS) and nodes in d|ffer%r}t

ASs will not mix and communicate directly. Furthermore, thf:egheSt level; whei =~ —1, they belong to the same lowest-

! o . : vel unit. For example, the network in Fig. 2 has 9 nodes
traffic flows are facilitatedntentionally to cross multiple ASs which belona to two different units. indicated by their asio
rather than the above-stated reasons for MCNs. In additi g ' y

. . . e bond of nodest and D is 1 while it is O for A and B.
these studies focus on such issues as routing convergence,

scalability and QoS of inter-domain routing. Although th%

organization ID of the nodes is considered in [3], again, the

ad hoc networks are located in different geographical areagdn a network of nodes with hierarchical addresses defined

and the traffic flows are meant to cross different networkds above, it is usually required that traffic flows are kept “as

Furthermore, the level constraint is not considered evearwhlow as possible” in terms of the organizational unit. Foriyal

there are only two tiers in the system. we can use an undirected gragh = (V. E) to represent
The rest of this paper is organized as follows. In Section e network, wheré/ is the set of nodes and' is the set

the system model and the problem formulation are givefif communication links between neighboring nodes. Given a

A method to quantify the degree that nodes of differefmple pathP? = e'e?, ..., ¢! between sourceand destination

organizational units are mixed with each other is formwdate t in G, we define the bond of a path as

Section lll. Section IV is dedicated to simulative studiesl a .

our findings out of these experiments. Section V concludes th b(P) = min {b(u,v)le" = (u,v)}.

paper and points out some future extension of this paper. =t

Fig. 2. Paths in a 2-level network

Organization-aware paths

That is, the bond of is the highest level of common unit that
Il. ORGANIZATION-AWARE LINK METRIC it traverses. For instance, pathDG in Fig. 2 has a bond of 0
Assume we have a communication network with a builwhile pathADE has 1. For a pair of source and destination,
in hierarchical address system such that data flows sho@ladt, we would want to identify paths connecting them with
traverse the lowest units possible to get from the sourtiee maximum bond. In addition, among these paths, we should
to its destination. This is typical for a network with strongise the shortest one(s) for data transportation. The siorte
organizational constraints such as military troops. When math defined in this sense is called@ganizationally shortest
overlapping is allowed (i.e. each node belongs to exactyath (OSP for short).
one unit in the hierarchy), such an addressing system can bé&ollowing notes should be taken when studying
organized as a forest-like structure. Here, we formulate amganization-based routing. First, a link metric is neeegs
organization-aware link metric for such a type of networks. for calculating the length of a path, which should also réflec
o ) the “level” of the link, i.e. the bond of its endpoints. Here,
A. Network with hierarchical address system such a metric can be based on any traditional link weight
We denote the set of nodes in the network By For notion. For example, a unit link weight can be employed so
each nodev in V, it has a hierarchical address bflevels, that the path length is essentially the hop count. Altevest)
denoted by(vi,vs,...,v), where each component is takerwe can also use more informative metrics such as the
from a countable set, such as an octet of the IP address. Bgpected Transmission Count (ETX) [4] and the Expected
a convention, we use the right most address component fgansmission Time (ETT) [5]. Second, the identification of
the deepest (lowest) level in the hierarchy. We assume tlaat OSP should permit different strategies, such as preeacti
the addresses are unique in the network. Given two nodeble driven and reactive on-demand. Consequently, agisti



routing algorithms like DSDV or AODV can be adapted with
few modifications.

In point of the first note, in order to define the metric of
a given linke = (u,v) of positive weightw, we adopt an
h-dimensional vector notatioffwy, ws, ..., w§ ). Specifically,
wg,, is set tow if i = b(u,v) and to O otherwise. The
links in Fig. 2 are labeled as such. As a result, the length

O O O O O O O O O
of path P = ele?,...,el is W = (W, Wa,...,W), '.........'
where W; = > .pwi (i = 1,2,...,h). To compare the D N N NS NN U N \ S

nnaaanaes
“lengths” of two paths in the organizational sense, we use .......'..'
he lexi hical order of hat | -leveth
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W' = (W{,Wj,...,W}), respectively, we say thaty < W'
Fig. 3. Discrepancy between OSP and TSP
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W > W', resp.) if W, = W/ fori =1,2,...,5 — 1 and
W; < Wi (W; > W], resp.) for somej (1 < j < h); if
no suchy exists, we say¥ = W'. For example, consider
nodesA and C in Fig. 2. PathABC has a length of2,0)

and pathADEFC' has a length o0, 4)). Thus, the latter is Here, we quantify the degree of how nodes of different units

consider.eq to be a “shorter” path in the organizational SENAnd levels are mixed in the network starting from a purity
In fact, it |'s.t_he OSP between these two nodes. Thgrefo%tion within a neighborhood of nodes. Specifically, given a
such a definition of path Iength and comparison constltute%gdeU and its neighborsV (v) in the networkG — (V, E),
to_tal ord_er among all paths to find the OSP in a network W'R/r\‘/e define themix of nodew's neighborhood as
hierarchical addresses.
) Before dlscuss,!ng a rputlng protocol that is aware of such a ) = 1 Z <w§v,U),w§v,u)7 o 7w£v,u)> .
level preference”, we first need to observe that, given a pai |V (v)] WeN )
of nodes in the same network, an OSP and a shortest path in ] ] ]
the topological sense (denoted BP) can be significantly That is, the mix of a node’s neighborhood is the average
different. For example, in the network illustrated in FigtBe Vector metric of the links to all of its neighbors. When
OSP between nodes and v is detoured as indicated by thecompared by lexicographic order, the greatew) is, the more
shaded band while the TSP is only two hops. Apparently, tHeixed its neighborhood is. At the extreme, when(v) =
discrepancy between an OSP and a TSP can be as large agkh® 0, - -, 0), all neighbors ofv are from a different unit at
number of the nodes in the network in extreme cases. In §I¢ top level. On the other hand, wheriv) = (0,0,0,...., 1),
actual mobile ad hoc network, where the nodes are mobfi neighbors are from the same lowest-level unit in the
and routes are calculated dynamically using such protoc¥@anization. Note thatn(v) is normalized in that all of its
as DSDV, AODV, and DSR, these routes used to forwafPmponents add up to 1. Collectively, the mix of the network
data packets may not be the instantaneous TSP from tHdG) (or M when clear from the context) is
source to the destination. It will be interesting to find oath 1
the routes generated by these organization-unaware gputin M(G) = V] Z m(v) x [N (v)]-
protocols compared to the OSP available in the network. This vev
is investigated by the experiments in the Section IV. Thus, the nodes in the network are very well mixed when
M (G) has much contribution from the significant (left) com-
ponents.
With the local and global definitions for the degree of
When studying the routing in a network with a hierarchicahixture of nodes from different units and levels, we are able
address system, it is crucial to observe the spatial digidh to quantify some of the mathematical characteristics of the
of these nodes’ addresses. That is, the “conglomeratiom’ obpatial distribution of hierarchical addresses. This ferm
set of nodes that belong to the same low-level unit in thEasis for experiment configuration and measurement in study
organization. Apparently, such distribution affects bdlle of organization-aware routing.
structure and shape of an OSP and also the length of a TSP in
the organizational sense. Intuitively, when the nodes théidi
ent units at different levels are well mixed, the OSPs tend toWe design simulative experiments to study how routes
detour in the topology and the TSPs have large organizdtionged by on-demand ad hoc networking protocols, such as
lengths. On the other hand, if nodes of different units a®ODV [6] and DSR [7], are measured in static multi-hop
separated from each other, the OSPs tend to be straightibrwaireless networks using the organization-aware link noetri
and the TSPs have small organizational lengths. This is achieved using ns-2. We use the default two-ray PHY

IIl. SPATIAL DISTRIBUTION OF HIERARCHICAL
ADDRESSES

IV. EXPERIMENTS



model and IEEE 802.11 MAC settings in ns-2, which translates
to a transmission range of 250 meters in a 2-dimensional

TABLE Il
MIXES OF SCE

NARIOS

space. We employ three node deployment scenarios of the

dy

da

same approximate node density as in Table I. In each scenario

S1

(5.81,1.55,0.345,0.17)

(0.51,1.185, 1.795, 4.29)

a network is associated with a hierarchical address system o

S1

(5.22,1.7,0.64)

(1.3,1.48,4.84)

h (h = 2, 3,4 here) layers. All nodes have unique addresses in

S1

(5.12,1.68)

(1.92,3.84)

the system. We have two degrees of mixing of the addresses
in each scenario:

TABLE |
SCENARIO PARAMETERS

We first focus on the large network of 400 nodes with a 4-

level address system with uniform node distributien X d-).

Area # nodes ) | # layers () | Notation
3000 x 3000m?2 400 4 51
1500 x 1500m? 100 3 52

750 x 750m? 25 2 s3

The upper plot of Fig. 4 is the topological lengths of the
20 paths used to transport the 10 CBR flows. Four kinds of
paths are investigated here, i.e. the topologically skbpaths

(TSP), organizationally shortest paths (OSP), paths used b
AODV (AODV), and those used by DSR (DSR). The paths

are indexed by the flow IDs. For better readability, we rank
« Uniform distribution ;) — For each node, all compo-these paths according to an increasing TSP length. We can
nents of the address vector follow a uniform distributiogee that the OSP between a node pair is generally about 25%
in the address space. In this case, the nodes of differ@gsiiger than the corresponding TSP, but they are of about the
organizations are very well mixed amongst each othersame lengths as those calculated by AODV and DSR. In our
« Conglomerate distributiondg) — Nodes of the same experiments of 50 seconds, we notice that when a pair nodes
lowest-level organization are close to each other gegre more than 14 hops apart, DSR cannot find a connecting
graphically. Thus, the nodes of different organizatiores apath in time, which is indicated by the discontinuation of

Length (hop)

barely mixed with each other.

Topological lengths of paths

28 [ TSP —+—

3 4 5 6 7 8

9 10 11 12 13 14 15 16 17 18
Flow index

Organizational-lengths of paths

the last curve after index 15. In the lower plotting of the
figure are the average organizational lengths of these paths
and their standard deviations. Each cluster of bars cooredp

to one type of paths, and thi¢h bar in a cluster is théth
level of the vector path metric. We can see that the OSPs
have about half of the highest component as those of TSP.
Note that for random flows across a large network, it can be
inevitable that some flows must go between different highest
level organizations. OSP in this case can, however, halve
such occurrences. The organization-unaware AODV and DSR
protocols have a similar organizational metric as TSP altjino
somewhat larger topological lengths. (The values for DSR ar

SR ﬁﬁﬁ% o, maLL ]

TSP OsP AODV DSR

Component average and deviation

Fig. 4. Topological and organizational path length comgmari—(s1,d1) 24

R

We use AODV and DSR as benchmark to measure pat@ L'

used in a network. These widely used and well understood
routing protocols stabilize in a static multi-hop wirelasst- 0
work. To trace the routes adopted by the routing protocol,

we assign 10 pairs of bi-directional CBR flows between 1Q.

randomly selected node pairs. These CBR flows are light *
weight at the rate of 1 packet per second and of 500—byt§ 8
lengths. They are run in each of the six scenario-distriouti
combinations. In the meantime, we export the network strucg *
ture from the simulator and use a separate program to cééculas
the TSPs and OSPs between the corresponding node paits.°
These globally calculated paths are used as referencekdor t

routing protocols. Fig.

verage aj

nent
N

under-estimated due to its failure in finding long paths atest
) previously.)

Topological lengths of paths

3 4 5 6 7 8

Organizational-lengths of paths

9 10 11 12 13 14
Flow index

15 16 17 18

] e | Y

TSP OsP

il

AODV

5. Topological and organizational path length congmari—(s1, d2)



Next, we study the same large network scenario but wismaller organizational length than the TSP connecting the
conglomerate node distributiorsy( x d3). In this case, the same pair of nodes, while its topological length is merely
“mix” of the network is (0.51,1.185,1.795,4.29) (Table Il), slightly greater than that of the TSP. As part of the future
where it is (5.81,1.55,0.345,0.17) for the previous case. research, both the metric itself and routing protocol desm
Such a difference in the mix values indicate that their degratilize this metric are worth investigation.
of mixing of nodes are significantly different (Section Ill) The organizational path metric is essentially a generitina
Same measurements are presented as the previous caseofMgesvious link/path metrics in the literature. The lexgcaph-
observe that when the nodes of organizations are extremilgl order used to compare this metric can be regarded as
conglomerate, a TSP tends to be an OSP in many casas.extreme case of radix-based comparison, where the radix
In terms of measurement, the topological lengths of thesethis case is infinity. When the radix is 1, the comparison
two types of paths are almost identical (upper chart); yand path calculation are essentially the conventional non-
the OSPs can still reduce the value of the first componemanizational metric. In general, a finite value of the xadi
in the organizational metric to about 70% whenever possibdan be used to strike the balance of how paramount the “as-
as indicated by our experiments (lower chart). low-as-possible” data transfer requirement is.

The globally computed OSPs apparently can only be used
Scenario 2 Scenario 3 as a reference or bound. In a multi-hop wireless network,
it is critical that paths with small organizational lengtban

.1 | be quickly calculated by relevant nodes in a distributed and
T | ﬁh cooperative fashion. Directly adopting this vector link tne

sl % 1t 1 in existing routing algorithms is an option but not neceibgar
L bldn |,

Uniform

a good one because the settling time of stable route disgover
Tsp osP  A0DV  DSR TS OsP AODV Dsm will be long. That is, these algorithms use control packet
broadcasting one way or the other and, in most cases, the

ab 13 1 propagation rate of such control packets do not carry the
g organizational notion but only reflects the hop length and li
£ ° | throughput [4], [5]. As a result, it will take a much longemi
g0 I ] for a routing protocol thus designed to find a short (or ststrte
ﬁ to be optimistic) path in the organizational sense. Theegfo
0 TV ol an organization-aware routing protocol is imperative as an
immediate conclusion of this work.
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metric that takes the organizational structure of the netwo

into account. To test the effectiveness of this metric uging

packet simulator, we compare routes adopted by some routing

protocols in ad hoc networking to those calculated globetig

study their relative topological and organizational ldrggtOur

findings indicate that this metric captures the organiratio

notion in path length very well. In addition, in various neik

sizes and node distributions, an OSP usually has a conbiglera



